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Chapter ONE - WEB LOGIN

1.1 ActiveX control setting

Before navigating to the camera WEB page, we need to set IE ActiveX controls first. Select Internet Options
from the Tools Tab in internet Explorer. Select the Security Tab from the system pop up dialog as follows:

Select “security” “Custom level” Button, in system pop up dialog as follows:

Internet Options i 2 x|
General Security |Content I Connectionsl Programs] Advancedl
Select a Web content zone to specify its security settings.
4 D
= 2
Internet Localintranet  Trusted sites  Restricted
sites

Internet

94 This zone contains all Web sites you
haven't placed in other zones

—Security level for this zone
Move the slider to set the security level for this zone,
= l < Medium
- Safe browsing and still Functional
- Prompts before downloading potentially unsafe content

- Unsigned ActiveX controls will not be downloaded
- | = - Appropriate for most Internet sites

Default Leyve!

Custom Level... l

OK | Cancel I Apply |

Scroll to "Download unsigned ActiveX controls”, change to Enable.
It is not recommended to set the Internet safety level to minimum.

Security Settings

Settings:

() Disable -~
(3 Enable B
@ Download signed ActiveX controls
() Disable
®
) Prompt
@ Downlad unsigned ActiveX controls
() Disable
(3 Enable
) Prompt
@ Initialize and script ActiveX controls not marked as safe
(%) Disable
() Enable

[ Y e 4t
<

|

Reset custom settings

Reset to: E}vledium* _:' | Reset |

[ OK ][ Cancel ]




1.2 WEB login
After the ActiveX option is set, open IE browser address bar, currently Internet Explorer is the only supported
browser. Enter the IP address of the camera in the IE browser address bar. Press the Return Key (ENTER).
The WEB page of the camera will appear and prompt you to enter your user name and password for access.
The default IP address is: 192.168.0.120 - The default User Name and Password is: admin




Chapter TWO - Device Configuration

2.1 live video

After you have logged in correctly, the webpage will display as below. Move the mouse over the video window

and double click the left mouse button, this will change the page into full screen mode for the video stream. Other
camera settings are located in the panel on the left side as labeled.

Clicking the right mouse button on the video window will open the Sensor configuration menu.

CV Control
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Sysam Aeam - |Frame muod Canmmin ¥ .
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neaeosai[ ] woro O OQuw |
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2.2 Device Information

To the left side of the main video window is the “Configuration Panel”, most settings are located there.
IP Address configuration, Audio Settings, Network Ports, User Name, Passwords, are some examples.

2.2.1 Device Info: The Device ID & Name is set in this tab, the Hardware & Software Versions are viewable.

1 CV Control

¥ Device Info

Deate D008 Sa )
Oeecatlame] | £

Owwcs Tgefrcms ]

Vonufactres MamefOUSA ]

Huowue \'cnm\ﬁ")ﬁ 1

(T TR T

e —
e —
P —
B —

Note: The Orace (D & kil Peaze dontchange 4 umhane 3200 reguiemant



2.3 Stream Configuration
The Submenu listed on the left side labeled "Stream Configuration”, enables you to configure the video stream
settings for the camera. The screen below is an example seen when selecting this function:

B Stream Configuration

Camerald: 1 -
[&] Stream Configuration

Stream Id: 1 -
Name: *number,characters and underline

Video Encode Type: H264 High Profile -

Audio Encode Type: G711_ULAW -

Resolution; 1920x1080 -

Frame Rate(fps) 15 -

| Frame Interval: 2 -

Bit Rate(kbps). VBR -

2000 {500-12000kbps)
Quality: 5 -

Each camera or video server can be configured for different video streams; each device has up to three
different video streams. This let you set a high quality recording stream and a low bitrate stream for remote
monitoring. Stream 1 & 2 are H.264, Stream 3 is MJPEG.

Resolution is based on camera specifications such as 1, 2 or 5 MegaPixel, sub resolution levels can be
selected, streams can be divided int0:1920x1080/1280x960/1280x720/1600x1200/D1/CIF/QCIF, etc.

Frame rate: PAL can be up to 25fps and NTSC up to 30fps

| Frame interval: time interval between | frames divided into 1/2/3/ seconds. The default value 2 should be used.
Bit Rate: CBR or VBR. CBR is constant bit rate, where the data is streamed at a constant value.

VBR is a variable bit rate, where compression of the video data can change relative to the percent of motion in the
video image of the scene. The stream size is relative to the quality setting below.

Quality: Value 1-9 choose within quality. Higher quality values produce clearer images and larger data streams.



2.3.1 Sensor Settings (Config): These tabs control how the camera reacts to the install environment.

................................. 'Y Shutter Control | Gain Mode | DayNightitode | Auto iris | GAMMA | AE Meter Modi ¢ | * |
Brightness } 50
0 100 “
Saturation } 50
0 100
Contrast } 50
0 100
FactorySetting I Save I | Reset I | Cancel I

2.3.2 IR LED Control

- - " e

image Adjust | Shutter Control | Gain Mode DayNightiode lAuto iris | GAMMA | AE Meter Mod:_¢ [ »]

DayNightiode ’ Auto L]

wirared | ETER ~]

| FactorySetting | | Save I | Reset I | Cancel I

The IR LED’s can be manually controlled through the Day/Night tab, the
Operation modes are: Auto, Off & On.

2.3.3 Bandwidth Optimization: Best configuration settings for IP Cameras: Open Sensor Config Menu:

1) Under Sensor Config menu, select the Bandwidth Optimization tab.
Set Manual mode, Temporal = 40 and Spatial = 10
2) Gain Mode set to Auto, Max Gain (db) = 30db,
3) Shutter Control set to: Auto Shutter, MaxShutter = 1/15
4) Under Stream Configuration menu, select Stream 1, set VBR, High Profile
5) Set Quality 5 or 6 (5 is about 30-40% less bandwidth than 6)
These settings will decrease bandwidth by more than half AND provide better quality video



2.5.1 Local Network

L o

s CV Control
- -

et

i Local Network

P Protocal Pyd -

0 Sueam Cosfigwation ‘
0 Oevicn Configuntion

»: Losal Hetwork | Heswere |
» Dwate Pun Oevite amzans an P Anivess sdomteal
» ADEL Matwark &
Sy P wavons (182 163 133 |
> DatelTime :
sutne M 55 255 255 0 |
y G50
» Mcraphicon Defaut Gateway {182 16311 |
» Dame PTZ os—————————— ]
3 BRC Output Pradaned OHS Senvw 102 16011
y Spstenm S Apamats DNS Server B 44 ]
> Larguage
0 Exseenal Device
| & ox O Reaat |
0 Al Conliguration
0 tocal Record

Camera network IP address and related settings are controlled through this menu. Edit or
Change the appropriate fields to match the network parameters the device is being connected to.
You must click Apply and OK after making changes, in most cases the device will reboot with the new

settings.

2.5.2 Device port

X Device Port
Convol Put| 30001 |
MTTP Pont{B0 |
RTAP Por{654 ]
RTMP Purt{sodo |
& o= O Resst

Control port: The default value is 30001, it communicates camera control functions including RS-485 & PTZ
control through the network.

TCP audio and video port: The default value is 30002, TCP protocol uses this port for audio & video transmission.

HTTP Port: Default value is 80, for Web page access. If the value is changed, the new value must be used
when accessing the device in a browser. As an example, if the port is changed to 8080 and the address is
192.168.0.120, you would use the following URL structure: http://192.168.0.120:8080 in the browser address bar.

RTSP Port: Default value is 554, the video stream is delivered through this port. It can be used in media players
capable of playing streaming video. VLC player & Windows Media player along with other devices can display a
video stream from a camera or video encoder.

RTMP Port: Default value is 8080, Flash audio & video data is delivered through this port.
8



2.5.3 ADSL Network

PPPoOE parameters are set under the Network Service tab. After valid data is entered and PPPOE is
enabled, a successful dial-up connection to the internet will display the WAN IP Address obtained.

' ADSL Network

IP Protocol IPvd -
IP Address| ]

2.5.5 Camera

Camera Name: Channel Name option can be set, more options are available in the OSD menu.

The name of the camera will be displayed in the real-time Monitoring-Device list.

Video System: sets the PAL/NTSC, 50/60 Hz frequency output mode, based on model specifications.
Source Resolution: Sets video source output resolution, this is based on camera resolution and type.

8 Camera !
Camera: 1 v
et —————
Channe! Namei | Set |
51 Video System .« Source Resolution
‘ Video System: 50Hz v
Source Resolution: 1-92idx1'b‘¢0' v Set



2.5.6 Date & Time

Camera date & time parameters are set through this tab. Manual entry, Time Zone, P.C. time sync
and NTP server connection, are available options for setting the camera time.

NTP: Network Time Protocol: The camera can be configured to connect to a NTP source for automatic
time sync. This ensures the correct time will be available for display and scheduled camera functions.

8 Date&Time

3 Date&Time

Time Zone: (GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London

[ Adjust clock for daylight saving changes

Start, v v Sun v 0:00 -
"""""" endl <] [ <+  [sm ~]  [oo0 -]
© Device Time{2000-12-20 232625 | -
Current PC Time{2014-3-26 18:35:42 | Apply |
. setMananfoosioioioiodo | _seey]
[F]1Enable NTP
"""""""" NTPPONSName ]
NTP Port]123 |



2.5.7 OSD settings

This tab allows customization of the information displayed as OSD Video Overlay. A check placed in the
box to the left of the listed label will enable it to display on the video stream.

Recipfocal lines or columns are marked by negative value the|
Note:
Iast line or column is marked as -0.01 |

[ Device Name Row: 0 | COIurnn:[t:
:}Channel IDV ....... ROWO lll I VVVVV Cotumn{: — I
PichsnnelNeme  RowDd Conmnld ]
i Rowd ] Cowmnli ]

VI Time = -
Time Format hh:mm:ss YYYY-MM-DD ww ~

. Row0o ] coumnfo ]
] Custom_1

08D: |
Pl Custom. 2 Rowl ] Gowmafu ]
= 0SsD: |
= Row.0 ] Cowmnfo ]
7] custom_3 =

0SD: |
Btk Rowd | Columnfd ]
I Custom__

0SD: |
R RoWD ] cowmnfe ]

............... 3 .. O8b: IR,

= Row: 0 Column D
.| Custom_6

0SD ]

Font Size: 4848 ~

QOK || O Resat |

11



2.5.8 Microphone setting

8 Microphone |

Microphone

Enable Microphone

Microphone Type: Internal: built-in microphone. (if fitted)

External: Where supported will select the Audio Input as audio source for Line in:

Audio is encoded inside the data stream, audio format is set under the Streaming Settings. A check placed in the
box on the left side of the Enable Microphone label, enables Mic or Line input.

Microphone Volume controls the signal level.

25.9Dome PTZ

IP PTZ address for RS-485 is set though this function

X Dome PTZ

PTZ Aoaress{ ] Range: the integer between 0-255

@ o j[Or |

12



2.5.10 BNC Output
This setting enables the composite output for Technician use during install, it also will display the
Current IP Address of the camera at the bottom of the screen. This allows the installer to know
the IP Address of the camera, without using a computer.

i BNC Output -

BMC Cutput: On -

2.5.11 system service

8 System Service

¥ Servce

|¥! Service2
| Quiet mode

Note: Senice fundlions are for factory usa only, leave disadbled unless requested otherwise.

& ok | O Rese |

For factory use & tech support, leave as set.

2.5.12 System Language Configuration

Selects the language of the control menu for the IP Camera.

8 System Configuration

Language: English ~

13



2.6 External Device

The IP Camera can connect to external equipment using RS-485 communications.

26.1PTZ

The communications protocol, address and baudrate parameters are set in this tab.

N PTZ
Camerz 1 v
_ Enable PTZ

PTZ Protocol| Pelco-O v

PTZ Adcress | |* Rangethe integer batween 0-255

Senai Port com v

Baud Rale 4300 ~ bps
DataBits: © ~ ot

Parity Verification: None -

& o | O Rese |

2.6.2 PTZ Keyboard

8 PTZ Keyboard

I”1 Enable
Interface Type: RS4B5

Serial Port COMY

Baud Rate; | 4800 ~ lbps
Da!aBitS"::} * pit
Stop Bits: | 1 | bit

Parity Verification: None -

& ok | O Reset |

PTZ keyboard communication parameters are set in this tab. Data entered needs to match the

equipment the camera is being connected to.
14



2.6.3 Cash Registers

g Cash Registers

|| Enable

Row|0 | columnid |
Channel: | 7
4

Interface Type; RS485

Baud Rate: 4800 bps
Data Bits: & bit
Stop Bits: 1 bit

Parity Venfication: None

® ok | O Reset |

External RS-485 protocol & communications parameters are set through this tab. This provides an
interface for cash registers to display the output data of the receipt printer as OSD information.

Note: Special external equipment is required to support this option.

15



2.6.4 Scanner

M Scanner I
[ Enable Scanner
Bar Code Number] ] * scope:(1-10)
Row]0 | columnjo ]
Channel: |
1
Interface Type: RS485 v
Serial Port| COM1 >
Baud Rate: 4800 - bps
DataBits. 2 | bit
Stop Bits: 1 - | pit
Parity Verification: None =

A scanner can be interfaced to the camera, the resulting data scans can be displayed as an OSD overlay.

16



2.7 alarm configuration

Alarm configuration, including alarm 1/O port configuration, Disk warning, I1/0 alarm linkage, and
motion detection alarm settings are located under this tab.

2.7.1 Alarm 1/O Parameter Configuration

N Alarm 1/0
Alarmin: 1 -
Name ]
Valid Voltage Level: High -
Alarm Qut: 1 b
Name ]
Valid Signal: Close -
Alarm Out Mode: Switch Mode -
Ftequenc,'lo Hz (Range:0.01-10)
NarmTimefd |ms (0tam foreven)

& ok | O Reset |

Alarm Input: Select the alarm input configuration ID, Trigger can be set for High or Low level transition.
Alarm Output: Select the alarm output configuration 1D, The dry contact output can be set as N/C or N/O.
There is an option for Switch Mode & Pulse Mode, Pulse Mode causes the contacts to oscillate at the
specified frequency. A pulse can also be output, its duration is set in the Alarm Time box. Note: the unit of
Alarm Time is millisecond

The input and output of the camera is low voltage & low current.

NEVER CONNECT 110 VAC to the camera input or output.



2.7.2 Disk Alarm Configuration

¥ Disk Alarm

¥ Disk Full Alarm

Max Disk Space {20 1%
3] Digk Error Alarm Conflgure

|V Disk Errer Alarm

® ok | O Reset |

Disk Alert configuration including: disk error alarm and disk full alarm. Disk alarm events
will be recorded in the alarm log.

2.7.3 1/0 Alarm Linkage Configuration
Note: Before Recording, “Local Record” & “Record Policy” parameters must be configured.

8 I/O Alarm Linkage

CameralD 1 -

3] Enable MO Alarm

. _|Enable 52 Schedule |

Output Channet = |
1
CameralD 1 -
wel -
Name v Set | Clear |

& oKk | O Reset |

First select the Enable check box, then set the recording schedule. Output response to alarm
conditions can include PTZ activation to a preset or other motion commands (Tour, Track, Scan).

18



Schedule Time Sefling
| Period 1 ] Period 2 | Period 3

EBegln‘nme| End Time {Bangime| End Time |BeginTima} End Time
Monday 0000 0000 ~|[00:00 ~/[00:00 - [00:00 ~/[00:00 -
Tuesday (0000 (0000 ~|[0000 ~/[0000 ~||00:00 ~|[0000 -

Wednesaay 0000~ [00:00 ~/[00:00 ~[00:00 - [00:00 - 0000 -
Thursday (0000 ~[00:00 ~[00:00 /0000 ~ [00:00 ~[00:00
 Fagay (0000 ~|[0000 ~|[0000 ~//00:00 - (0000 - 0000 -
Saturday |00:00 ~//00:00 ~ 00:00 ~|00:00 | 00:00 ~/ /0000
Sunday |00:00 ~ 00:00 0000 < |00:00 ~ (00:00 ~ 00:00 <

Week

2.7.4 Motion Alarm Configuration

Note: Before Recording, “Local Record” & “Record Policy” parameters must be configured.

a Motion Alarm |

CameralD: 1 v

>) Motion Parameter

Enable 52 Schedule l :guoﬁon Area '

(Dot — |
Qutput Channel: ||
1
P12
Camera ID: 1 -
Typef -
Name- - set |  Clear |

& ok | O Resst |

First enable Motion Parameter check box & set schedule. Configure PTZ movement
response to motion detect trigger.



Set the schedule for detecting motion & click OK. Select Motion Area and outline the area
of the video scene shown in the Pop-Up window, that you want to use as a trigger.

Schedule Time Setling

o— | Periodt |  Period2 Period3

Begin Time | End Time |Begin Time | EndTime |Begin Time | End Time

Monday |00-00 ~||00:00 ~/00:00 ~||[00:00 ~| 00:00 ~|[00:00

| Tuesday |00:00 ~{[[00:00 ~|[[00:00 ~||/00:00 ~||00:00 ~|00:00

\Wednesday |00:00  ~|/00:00 ~//00:00 ~||/00:00 < 00:00 ~|00:00 |

| Thursgay [00:00 |/ 00:00 ~||00:00 ~|00:00 | 00-00 | 0000
Friday |00:00 ~[00:00 ~||00:00 ~||[00:00 | 00:00 ~||/00:00

Saturday |00:00 ~[00:00 ~[00:00 ~||[00:00 | 00:00 ~ |00:00 ~

 sunday |00:00 +|00:00 ~|/00:00 ~||00:00 | 00:00 ~|/00:00 |

Sensitivity. Low

*Note:right click, and you can remove
the zones drawn.

oK | _Close |

Done € Internet | Protected Mode: On Ya v ®100% ~

Motion Area: Press & hold the left mouse button on the video image displayed in the
Pop-up, drag boxes to cover the area you want to detect. Up to 8 zones can be added.
Use the right mouse button to delete zones.

20



2.8 local Record

Settings for selecting media source and parameters, SD Card, NAS & FTP.

2.8.1 Record Policy
8 Record Policy
CameralD: * v

3) Schedule Record

[“1Enable

@ 24"7TH Record Schedule Recard
3] Alarm Record

| Enable Locked Filas

Pre Record | |Sec (0-30Sec)

PostRecord| |Sec

/0 Alarm Alarm In:
1

Mction Alarm,Channel:
1

Stream: ;Ueam v

Resolution:1920x1080

J
Frame Rate(fps) |15 |
| Frame Interval {2 |

Bit Rate Type [VBR |
Bit Rate(kops)[2000 J
|

Quality {5
"] Record Audio

Storage Rule: Save Days v

& oK | OReset |

Select the camera ID, Stream #, Recording Quality and Alarm Record parameters.
Alarm record: Pre and post record length time options are set here.

Days to keep video: Largest number of days is: 9999 days.

Stream: Record selected video stream ID #.

Note: Triggered Recording Time; the total length of time=Length of pre-recorded+ Event
time length + Length recording continued.

21



Example: Set pre-recorded length to10 seconds, Length of continued recording to 10 seconds,
Trigger motion detection for the duration of 5 seconds.
The recording time total length =10+5+10=25 seconds.

2.8.2 Record Directory

Three media location types are available for storing recorded video: SD card, NAS and FTP.

8 Record Directory

Disk Mame: 301 -

1. SD Card: Select SD Card as disk type, click the Modify button, SD Card format menu is displayed below:

Record Path Modify

Disk Name: can be set to directory name .
Usable Space: the directory size can be limited by entering a value or unrestricted by entering O.
File System: divided into SD Video and ext3.

22



2. NAS: Select NAS from the Disk Type and click Modify, the following menu will display:

Record Path Modify

[¥] Use All Space

Free Space:|ﬂ |r|.-1egaby'te(s}

Configure NAS IP Address, Path, Username and associated parameters to record directly to NAS.
Click Check Box to enable NAS function

3. FTP: Select FTP as Disk Type and click the Modify Button, the following menu will display:

Record Path Modify

File S}rstem:| v|

Free Space:|1024 |r|.-1egaby'te(5}

Enter FTP IP Address, Port, Username & password info to configure direct recording to FTP location.
Select the Enable Check Box to use FTP storage function for video.

23



2.9 privacy Masking setting
A privacy mask can be created to prevent viewing & recording of an area,

only 8% of the image area can be masked . Simply drag a box over the area you wish to block.
The area can be cleared using the right mouse button.

2.10 Network Service

2.10.2 PPPOE
N PPPOE
["| Enable PPPoE
""""""""""""""" e e S
s s R

PPPoOE: The camera supports connections to equipment requiring PPPoE for WAN access.
After the camera client is configured with valid login credentials, the camera will attempt to connect
and obtain a WAN IP Address. Upon successful connection, the WAN IP Address is displayed in the

ADSL Network Tab.

Note: For first time setup, configure all user information & restart equipment to obtain IP.

2.10.3 DDNS

g DDNS

["] Enable DDNS

Provider. 3222_ddns

Domain Nama;| ]

User Namaz:| |

Password | ]

DDNS: Dynamic Domain Name Service; If the WAN that the camera is connected to
does not have a static IP Address, such as a PPPoE connection, DDNS can be used

to easily locate the camera from the internet.
The camera DDNS supports DynDns.com service.
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2.10.4 Update

Optional upgrade configuration menu. This method of upgrade is not currently used, if an
update is required, Tech Support will provide the correct version of firmware and an
automatic install tool with detailed instructions.

IP Protocol: IPv4 v

2.11 Service Center
2.11.1 Alarm center

Alarm Center: Configures the IP Address and Port of the Alarm Center Server.

8 Alarm Center |

IP Protocal: 1Pvd -

=] Alarm Center Configure

Alarm Center Server IP:| |

&% ok ]|O Reset |
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2.11.2 SMTP

SMTP: Enter the SMTP Mail Server info from your ISP or Service Provider. This enables the sending
of images & messages to the listed Mail recipients when the Alarm Trigger conditions are reached for
I/O or Motion.

8 SMTP |

Enable SMTP
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2.12 Privilege Manager

2.12.1 Group Authority Setting

g Group
Group: Administiators - Add | Modify | te |
Privilege Manage [V] Live Vidao [¥]

RS485 Configure [¥]

PPPOE Configure [¥]

Privilege: Alarm Control [V
File Operate [¥]

Modify Device Parameter |¥|
Record Policy [¥]

Device Port [¥]

SMTP Configure [¥]

Cash Register [¥]

Update Configure [V
DUNS Conngure [#)
Camera Configure V]
Dewice Restart [¥]
Audic Configure V]
Reagister Configure (7]
Privacy Masking (V]

Default Settings ¥

Network Cantigure [
NTP Canfigure (V)
Alarm Canfigure (7]
Local Record [V]

Disk Canfigure [¥]
DiskFormat [V

0OSD Configure {7
FTYP Canfigure {7
Stream Canfigure (V]

Select All [T

Groups with different privilege levels can be created to protect the camera from access
and unauthorized setting changes, while allowing controlled access to the camera for
viewing. Groups can be added or removed, the Administrators Group basic permissions
cannot be deleted.
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2.12.2 User setting

Users can be added, removed or modified and be attached to any group for permissions.
User passwords can also be created and changed. The default user admin, cannot be deleted. Options

for Multi Login can be set to allow or secure multiple logins by the same account at
the same time.

8 User |
User. admin » | Delete| | Add | modify |
Privilege Group: Administrators -

ser Status: Mormal LInlock ]

Multi Lagin:  Yes

2.13 protocol
2.13.1 Protocol information

This is a view only menu to check the protocol version, Name & Build.

8 Protocol Info

3 HProtocol

Protocol Name. onvif -

Protocol Version: V22 -

Protocol Software Versionv2.2_build001053 |

& ok | O Reset |
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2.13.2 Security

When the ONVIF protocol is in use, this selects the option to use security credentials

8 Security

[Tl User Verification

& ok | O Reset |

2.14 Device Restart

Select the Restart button to reboot the camera.

g Device Restart

B8 Restan I

2.15 Default settings

E Default Settings

) Restore I

The parameters of the IP equipment will restored to the factory value. This will remove
any User ID’s , Passwords and IP Addresses that were added. The camera will be restored
to the default IP Address 192.168.0.120 and User / Password: admin.
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